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1 Introduction select among different adaptive measures to enact.
For robustness, however, the introspective component it-

As individuals and organizations increasingly rely on Self needs to be dynamically adaptive: the same complex-
services provided by complex computing systems for their ity that initially drove us to adopt introspection along with
everyday tasks, system dependability becomes a main conthe “messiness” of the real world mean that the parts mon-
cern. The dependability of a system is commonly defined asitored, the monitoring granularity and even the processing
the property of it such that reliance can justifiably be placed done on the collected data are bound to change dynamically.
on the service it delivers [1] and includes, as special casesSince(i) it is effectively impossible to predict all informa-
attributes such as reliability, availability, safety, and secu- tion needed for introspectioryj) even if we try, no intro-
rity. In addition, dependable systems must also be robustSPective system will be able to manage the amount of data
when facing the “messiness” of the real world, delivering Necessary to select the right adaptation to an overwhelming
correct service across a wide range of operational condi-number of possible system conditions, for the introspective
tions and failing gracefully outside that range [15, 16]. component to be useful in the real world it must be dynam-

A common approach to obtain robust dependable Sys_|C§1IIy adaptive, andiii) the “right” adaptation may be situ-
tems is trying to predict the system’s future operational &tion dependentas well. _ _
conditions and provision it accordingly. This approach,  Ourwork at Georgia Tech focuses on exploring the idea
however, normally translates on high costs due to over-Of dynamically adaptive introspective components for fu-
provisioning and costly system updates (for its web site, {Uré systems. To this end, we are buildgS, anAdap-
Charles Schwab maintains capacity at three to five timestive Introspective Management Systimough which mon-
peak volumes [22]), and when predictions fail it can result itoring probes (omgent$ can be (un-)installed at runtime,
on high average down-time with its associated cbststi- their executlon can be finely tuned dynamically, and the
mated at abou88, 000 per hour [5, 25]. processing done on the collected data can be changed as

In response, the systems community has identified as arf’€eded- _ _ _
important focus for research the design of computing sys- N the reminder of this paper, we describe the proposed
tems capable of adapting to predictable changing er,\,iron_arghltecture, pregent som.e'd.etalls on our current !mpllemen-
ments [2, 11, 12, 20] and, in this context, introspection hastathn, and descrlbg our |n!t|al steps for the application of
proven to be a useful approach [3, 4, 13, 17, 18, 23]. In- OUr ideas on a publiftp service.
trospection is the ability to continuously monitor system
behavior and adapt to changing conditions. Central to the2 Architecture
process of providing introspection is the collection, aggre-

gation, and processing of monitoring data. Probes are in-  AIMS offers a push-based/active customizable service
serted in different parts of the systems to collect raw mon- for environment- and self-monitoring. Hosts of interest to
itoring data about current hosts’ hardware capabilities, dy- an application must become AIMS nodes. Different objects
namically compute statistics on environmental or systems (including devices) at AIMS nodes are the sources of mon-
conditions, or collate information on systems requests. Theijtoring data. AIMS nodes connect to other nodes in specific
collected data is then selected and integrated to produceets or AIMS networks. AIMS clients connect to AIMS
system-specific metrics, diagnose potential problems, anthetworks through an AIMS node that could reside on its
D — , .own or another host. Clients express their interests in dif-
elta Air Lines experiences recovery delays of up to several hours in

response to partial system outages [10] and EBay’s 22-hour crash in .]uné‘er_ent monitored_ObjeCtS _by r?queSting state reports on SU_Ch
1999 cost the company more thah million in returned auction fees [25].  oObjects or selectively registering themselves with the moni-




D,\ ‘/: and users select suitable instrumentation points. There is,
iy however, the danger of over/under instrumentation. Overly

C \,Q aggressive instrumentation results in potentially overloaded
DJQ revteecen and therefore, non-robust systems. Too conservative instru-

O‘\ mentation may results in insufficient information to make
— sound adaptation decisions. On the other hand, wrong adap-
Momwvmgdaxa% Introspection &l Adaptation

tation decisions (perhaps due to insufficient or “old” mon-
itoring information) can be non-effective or directly coun-
=
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terproductive [13]. In sum, the monitoring, data process-
ing, and adaptation part of the introspective component
need to be dynamically adaptable. The monitoring data fil-
ters/analyses and the adaptation tasks performed based on

daptive introspection
% et : P Q them need to be (re-)deployed dynamically and executed ef-
ficiently; there is a need for light-weight ways to adapt sen-

sors functionality, data processing and the adaptation rou-
tines themselves. The goal of adapting the introspection
system is to improve the component’s efficiency for a given

execution instance: tuning the granularity of sensors, select-

toring streams associated with those same objects. Request89 the “right” prediction utility for the given monitoring

for continuous reports followkeasemodel: they remain ac- stream’s characteristics, reducing the monitoring overheads
tive for a user-specified (but limited) time span after which @nd perturbations [9, 24], choosing the “right” adaptation at
they are cancel. Previously issued requests can be re-issued 9iven pointin time, and dealing with unpredictable disas-
or canceled, before lease expiration, using their request IDsters [17]. Clearly, all this needs to be done without making

Clients can select a subset of the data made availabld"€ @daptive introspective component so heavyweight as to

by different sensors, and integrate that data to produced€ny its benefits.

application-specific monitoring metrics and decide on pos-

sible adaptations. In addition, filters in AIMS can be in- 3 Implementation Details

stantiated directly in the source of monitoring data streams

with the corresponding savings in bandwidth, and in sink or Currently, AIMS nodes report information on memory

source processing. availability, CPU load, disk free space, up-time, and num-
Sensors maintain histories of measurements. In order toper of users currently logged on, as well as host name, IP,

forecast performance availability, AIMS includes a library number of CPUs, and configure triplet (as reported by GNU

with a number of predictive algorithms including mean- config.guess). Status reports of network paths between two

based methods such as running, trimmed, and sliding win-A|MS nodes include latency and bandwidth. AIMS uses a

dow averages as well as minimum, maximum, median andcombination of passive and active sensors as needed [26].

support to build autoregressive models. Passive sensors exercise an external system utility, such as
An application using AIMS can easily redefine, at run- yptime , and scan the utility’s output to obtain the required

time, its monitoring views by adapting/replacing the fil- information. Active sensors, on the other hand, must con-

ters used for monitoring as its workload and environment duct a performance experiment, such as timing a message

change. In this manner, applications have an additionalexchange between two hosts, to measure the availability of
level of adaptation that would not be possible were the mon- the monitored resources.

itoring and adaptation mechanisms coded statically foreach A recent result of our work includes dynamically in-
of them. sertable kernel agents, which monitor system resources.

Figure 1 depicts an adaptation hierarchy: distributed sys-The feature of this mechanism distinguishing it from past
tem resources are monitored and adapted (or controlled) bywork is its ability to customize the monitors according to
the first-level adaptation mechanisms. At the second level,a client's specific needs. Applications manipulate these
the effectiveness of this adaptation is evaluated, and theagents via an interface implemented as an extension to the
first-level monitors and controllers are adapted, if required. Linux virtual file system/proc [14].

As the operational environment of an application For adaptation, our approach includes the adaptation of
changes and the administrator's understanding evolves, th&ernel-level resources. While it is straightforward to in-
focuses of monitoring and possible or useful adaptationsspect and manipulate system resources within the kernel,
change as well. Researchers have developed a multiplicityit takes costly interfaces to present to user-level manager
of tools for system instrumentation even helping developers(often repeated system calls are needed to determine sys-

Figure 1. AIMS adaptive introspection.



Server Pool

. . . . Notfication/Configuration (7i) for load balancing. Further, this information is also
hannels collected by a centralizeddaptive introspection engine

P
Request Traffic  Front-End . . . . e which is able to adapt the front-end (e.g., to concentrate re-
D{> D Erane quests or to react to failing backends) and the back-ends
. . . . (e.g., to vary queue lengths, change resource allocations, or

modify forwarding algorithms). This forms the first level
. . . . of the adaptive introspection mechanism. The second level

is formed by monitors at the hosts measuring the effective-
ness of the monitors and adaptation mechanisms. Again,
Figure 2. Cluster-based service with adaptive this informati_on is. collected at the central adaptive in_tro-.
introspection. spection engine via another event channel. The engine is
able to modify the behavior of the monitors (e.g., frequency
of monitoring), the behavior of the event service (e.g., fil-
ters aggregate events or block events from being sent to idle

_ _ ~ machines), and the controllers (e.g., change thresholds or
tem information or adapt system resources). In addition, algorithms).

we have found that fine-grain kernel-level management of
resources can provide applications with benefits not derived .
from coarser-grain, user-level management [13]. 5 Conclusion
Resource controllers modify resource allocations to a
specific application based on the requirements of the ap- Our society increasingly relies on dependable complex
plication and the availability of resources. Resource con- computing systems. To be useful, dependable systems must
trollers use information from monitoring agents for their also be robust when facing unpredictable changes to their
decision-making. operating environments. Introspection has proven to be a
We have built a kernel-based event service aimed at suphelpful approach in the design of dynamically adaptable
porting the coordination among multiple kernel services computing systems. We argue that, for robustness, the intro-
in distributed systems [19]. Event and publish/subscribe spective component itself needs to be dynamically adaptive
services have become prevalent in distributed applicationssince(i) it is effectively impossible to predict all informa-
ranging from virtual reality, avionics, to support for mobile tion needed for introspectiofiij) even if we try, no intro-
users [8, 21, 6]. Our current work investigates the utility spective system will be able to manage the amount of data
of a kernel-based event service for resource managementecessary to select the right adaptation to an overwhelming
distributed monitoring, and load balancing mechanisms.  number of possible system conditions, il the “right”
adaptation may be situation dependent as well.
4 An Example in Cluster-based Servers At Georgia .Tech we are exploring the idea of dynami-
cally adaptive introspective components for future systems.
) o To this end, we are buildingIMS, an Adaptive Introspec-
We have started to apply this work tq the monitoring of e Management Systethirough which monitoring probes
cluster-based Internet services. In particular, we are work-(Or agent3 can be (un-)installed at runtime, their execution

ing on anftp service for publicly available software pro-  c4n e finely tuned dynamically, and the processing done
vided by the CERCS research center in the College of Com-, the collected data can be changed as needed.

puting at Georgia Tech. The high-level architecture of the \yq 56 exploring our ideas on the context of a cluster-
ade_lptlve Internet service (F|gurg 2)is _S|m||ar to the one de- basedtp service, consisting of a front-end and a number of
scribed by Chase etal. [7]. As with their work, the goals are back-ends and a centralized adaptive introspection engine.

to maximize server performance and minimize the cost (en'Our future work will use adaptive mechanisms in the front-

ergy) by concentrating requests on a minimal set of Servers.,\ anq in the back-ends to adjust admission control and

That is, some servers run at near 100% utilization, while load balancing mechanism. AIMS will adapt these adapta-

others are idle. ) tion mechanisms to maximize the performance and robust-
A cluster of servers consists of a front-end node and @ ness of the introspective system.

number of back-end nodes, with incoming requests being

forwarded by the front-end to one of the back-end nodes.
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